Speech, Press, and Assembly

a. First Amendment issues are interconnected by a series of arguments.  Two views of First Amendment: 

i. Old, 18th century notion 

ii. Modern 21st century idea: First Amend conceived as a charter for free speech that is responsive to today’s challenges.  

b. Taxonomy and Process – 3 nodes

i. Secrecy: Collection, Acquisition, Surveillance - data is collected and aggregated in some fashion

ii. Anonymity: Analysis, Linking, Mining - data is assessed for patterns and actionable information

iii. Autonomy: Expression, Use, Publication - data is altered into another form for use in the world

c. Analytical approaches to privacy:  In terms of privacy interests, we need to think about activities at each of the three nodes and along various conceptual flows (both horizontally and vertically through the aforementioned nodes)

i. Secrecy interests: keeping data confidential and protected.

ii. Anonymity interests: protecting the identity behind the data.  The linking of aggregate data constitutes control via law or technology (e.g. U.S. census data).  It takes 100 years for the raw census data to get publicly released.

iii. Autonomy interests: the extent to which we’re influenced or controlled by data once it’s known.  Information that if not maintained in secret or anonymous form impacts our ability to act freely and exercise autonomy.  Rarely do we see autonomy interests independently from secrecy and anonymity concerns.  With respect to data mining, the aggregation of data that isn’t secret or anonymous may be detrimental to autonomy interests.  So autonomy concern can be independent from secrecy and anonymity.

d. First Amendment

i. Do we have a First Amend right to encrypt our communications?  

1. Moglen’s 1990s crypto-war strategy: analogize encryption to a form of language for which there’s a right of expression.  If you can’t compel one to speak a particular language, then you can’t compel one from speaking in the “language” of encryption.

2. Fighting Words - Chaplinsky, 315 U.S. 568 (1942): fighting words excluded from First Amend protection.  This was the first time an entire class of speech was so treated.  From this point onward, the idea grew that the First Amend covers some types of speech but not others.  But by the time the Ct. began considering obscenity regulations, interest in overruling Chaplinsky grew.  However, doing so would undermine all of the cases built upon that one decision.  So the Ct. decided to issue orders without opinions and Chaplinsky remained good law limited to its facts.  

a. Chaplinksy has been greatly narrowed, at least as to police officers, but 18 U.S.C. 401 protects judges.

b. Ct. used to believe that words alone couldn’t be obscene; that appears to have changed.

ii. Is there a First Amend right of secrecy?

1. In some instances, information cannot be secret: Broadcasters cannot encrypt over-the-air broadcasts.  Other permissible uses of public spectrum are similarly limited.

2. Other potential rules regarding encryption: 

a. First class mail (see Spalding v. U.S.): everything inside the envelope is considered private.  However, there appears to be no analytically sound reason for protecting the secrecy of only first-class mail.

iii. Is there a right of anonymity and autonomy?

1. McIntyre v. Ohio Elections Commission: this case helps to establish a right to protecting the anonymity of communications.
2. The First Amend protects some aspects of autonomy, but what about activity on the net? 

3. The bottom up: if First Amend protects encryption, then does it protect right to anonymity and autonomy of your identity when using the net?

4. Unlike the Fourth Amend, the First Amend doctrine is broader, with over-breadth rules, etc.

iv. Primary threat to secrecy traditionally hasn’t been from domestic restrictions on encryption, but from regulations against export of encrypted information and encryption technologies.  

1. After WWII, for national security reasons, the U.S. took the lead in regulating and limiting the trade in strategic materials, including communications.  The goal was to prevent ongoing improvements in encryption technology from being exported out of the country.  This was achieved by various means, including the separate parallel patents process for sensitive technologies.

a. Arms Export Control Act (AECA) and dual-use technologies are subject to the ITARs and end-user certificates.  

b. Examples: These restrictions have been applied to digital encryption (such as cable TV decoders) and quiet submarines - the U.S. has an interest in preventing anyone from building submarines that aren’t locatable.

2. The ability to send secret communication was very important in the 20th century; projection of power was furthered by the ability to break codes.  The NSA has spent great sums on improving and breaking codes.  

3. Traditionally people have been able to communicate secretly only if they had already communicated once before (you had to know the cipher first - you had to share a secret ahead of time in order to share secrets later on).  The current problem of secrecy is being able to achieve secrecy without having communicated first; this is especially important in e-commerce.  Similarly, the goal is to have authentication as well without having a shared secret pass key between parties.  Secrecy and authentication together – public key encryption – has enabled advances in digital society.  This technological advance is what gave birth to pay pal and e-commerce in general.  But it also made comprehensive secrecy possible for private use.  Algorithms, structures, and software connected with encryption were all held to be subject to the ITARs.  Even academic research concerning such tech has been held to be subject to the restrictions (e.g. Israeli prof at MIT was ordered to return his notes on his students’ work his public key encryption class).  The RSA algorithm for public key encryption was designed for use on special equipment, not general use computers.  In order to employ the RSA algorithm in real life, you used it with a message and a key encrypted with RSA.  

4. Pretty Good Privacy (PGP)

a. Encryption program for use on ordinary computers was created in protest to laws attempting to make it illegal to make such a program.

b. PGP was released via bulletin boards, etc. in 1991. This caused the govt. to prosecute Zimmerman because the electronic posting was argued to be an export of protected technology outside the regulatory framework.

c. This raised questions as to whether there was a constitutional right to encrypted information.  The case raised other First Amend questions as well.  Moglen’s strategy included publishing two books: (1) the PGP manual and (2) machine readable code for PGP in hardcover format (pages could be ripped out and inserted into reader). The strategy was also focused on the expressive right to talk about ciphers and the history of encryption.  The goal was to force govt. to prove that the cipher couldn’t be broken as justification for regulating these forms of speech.  If they couldn’t do so, then the First Amend protected the right to communicate about the encryption.

d. Zimmerman and PGP won, but the govt. turned its attention to anonymity.  First round in the crypto-war was over secrecy, but second round moved to anonymity by mid-1990s.  The old regulatory structure still applies, but an exception was created for mass market encryption software that has basically swallowed up the rule.  As long as you tell the NSA where your source code is, you get a right to export (except to forbidden nations like Cuba, Iran, North Korea, etc).  While this was going on, the govt. and private parties began attacking anonymity.  The entertainment industry has become the primary private lobby against anonymity.  It considers anonymity to be a problem.  The policeman and the spook obviously are against anonymity.  But the spook’s problem is that lobbying requires public disclosure that reveals the spook’s interests and intentions (the spook needs to remain secret).  Thus, the cop is sent to do the work of the spook.  Spooks just want data and secrecy, while cops want admissible evidence.   The differences between the needs of spooks and cops were exploited in the war over secrecy.  However, in the anonymity war, the MPAA is doing the work so spooks and cops are happy.  The Ct. has indicated that anonymity is a right in core political speech, but well-financed private interests are working to erode individual anonymity on the net.  The govt. has conceded secrecy but anonymity cannot be permitted.  This interesting turn of events has made the First Amend an important player in the struggle.  There’s an ironic and uneasy relationship between the guarantee of free speech and the power struggle in the net between the forces that think the net is a place of freedom versus those who think it subverts control and security.

